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Preface | y&dTa=T

This book, Information & Communication Technology
System Maintenance, has been specially designed to help
students succeed in both academic examinations and
career-oriented preparation.

It includes detailed Trade Theory, Workshop Calculation
and Science, Employability Skills, and a question bank in
mock test format based on the NIMI exam pattern.

This book follows the latest syllabus prescribed by
DGT/NCVT and is aligned with the latest NIMI
examination pattern. It is structured for easy
understanding and practical application.

The MCQs in this book have been designed at multiple
levels—Remembering, Understanding, Application, and
Analysis—in a dual-language format to enhance
conceptual clarity and examination readiness.

Our goal is not only to help students excel in ITI courses
and NCVT examinations, but also to prepare them for
competitive employment opportunities in both the
government and private sectors.
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How to Study This Book | 39 Q&idh T 3e8a-T il e

The Trade Theory section is covered in detail. Students are
advised to study this section thoroughly and carefully, and
to develop a clear conceptual understanding with the help
of detailed explanations, diagrams, and a flow-based
presentation.

Except for the Trade Theory section, the other sections
contain important summaries. These summaries are
sufficient in accordance with the weightage of the
respective sections.

Practice the MCQs only after completing the theory part of
the module.

Students are advised to study this book in only one
language, either Hindi or English. They should not
compare the Hindi version with the English version during
study.

In case of any discrepancy in technical terminology,
translation, or conceptual interpretation, the English
version shall be considered authoritative.

At the end of the book, practice sets based on the NIMI
exam pattern have been provided. Students are strongly
advised to practice these questions at least twice before
appearing for the examination.

To practice the question bank in a computer-based mock
test format, scan the QR code provided in the last part of
the book.
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Syllabus

Modules Trade Theory
LINUX Operating Introduction to LINUX Operating System
System

Printers & Plotters

Printers - Classification

Scanner and MFD

Working principle of Printer, Scanner and MFD

Monitor, Display Card
and Driver

Types of Monitor

Sound Card Working principle and installation procedure of sound card
UPS (Uninterruptible Power Supply) - Types of UPS & their Functions
Modem Modem Fundamentals

System Resources

Concept of System Resources

Practice on add on
Cards, Cables &
Connectors

Add on Cards

POST Code

POST Error Messages

Upgrading of System

Limitations & Upgrading of PC

Practice on Backup
Drives

Functions of Drives

Maintenance and
Troubleshooting of PC

Computer Hardware Trouble Shooting

Tablet / Smart Devices

Introduction of Tablet and their troubleshooting techniques

Internet and Web
Browser

Introduction of Internet and E-mail

Cloud Computing

Cloud Computing & Cyber Security

Components of the
Computer Network

Introduction of Computer Networks

Crimping & Punching

Communication Media & Connectors

Cabling

Introduction to data communication

Install and Configure a
Network

OSI Model

Configuration of Data
Communication
Equipment'’s

Network Components

IP Addressing & TCP/IP

Classes of IP Addressing and VLAN

Other Network
Protocols

Network Protocols

Sharing Resource &
Internet Connection

Concept of Internet and Social Networking

Network Protection &
Troubleshooting

Wired & Wireless Networks

Control & Monitoring
of Network Devices

Surveillance using Network Devices

Network Security

Network Security Devices & Cryptography

Server Installation &
Basic Configuration

Server Concepts

Install and Configure
DNS

DNS & DHCP

Routing and Remote
Access

Concept of VPN, RRAS & TCP/IP routing

Server Configuration

Introduction to Web Server

and Back up

Maintaining Network Managing network traffic & types of server services
Infrastructure

Linux Server Functions of Linux server

Installation and
Configuration

Modules

Workshop Calculation & Science




Estimation and
Costing

Estimation and costing - Simple estimation of the requirement of material etc., as applicable to
the trade, Estimation and costing - Problems on estimation and costing.

Algebra

Algebra - Addition, subtraction, multiplication & division Algebra - Theory of indices, algebraic
formula, related problems.

Profit and Loss

Profit and loss - Simple problems on profit & loss, Profit and loss - Simple and compound
interest

Modules

Employability Skills

Basic Career Skills

Learners will be able to build a resume, cover letter & a job application, Learners will be able to
use basic English Skills to communicate in Formal Situations, Learners will be able to use basic
English Skills to communicate in Informal Situations, Learners will be able to demonstrate
workplace etiquette, effective teamwork in real-life situations.

Future Work Skills

Learners will be able to list out the essential skills required for the Future Workplace, using
online & offline modes to collect information, Learners will be able to use their knowledge of
platform & gig economy to identify jobs relevant to them, Learners will be able to identify self-
employment opportunities relevant to them, Learners identify and solve for challenges in
migrating for work opportunities, Learners explore the SDIP platform to identify potential
international job opportunities available to them, Learners will be able to differentiate workplace
practices that align/misalign with green mindset.

Engagement Activity 1:

Family Engagement

Family members gain awareness of the career aspirations, job opportunities available for the
learners and develop an encouraging mindset Learners get a more conducive environment for
career development.

Entrepreneurial Skills

Learners will be able to identify the stages of the design thinking process, Learners will be able
to apply design thinking principles to solve a real-life problem, Learners will be able to apply
design thinking principles to identify a potential business idea, Learners will be able to build and
present a comprehensive business plan including marketing, finance, scale up, accounting,
reflecting entrepreneurial mindset.

Internet Skills

Learners will be able to use the internet to find, sort & present information on a given topic and
reflect on their self-learning process, Learners will be able to use the internet to explore key job
portals, identify and apply for potential jobs, Learners will be able to apply for jobs by attaching
their resume, cover letter & other relevant documents via email, Learners will be able to identify
how to use social media tools such as WhatsApp, YouTube, Instagram etc to build alternate
career paths.

Engagement Activity 2:

Alumni Engagement

Learners gain deeper insights about the workplace, its challenges and new ideas to solve for the
problems, Learners feel a greater sense of motivation and confidence towards their career.

Professional Skills

Learners will be able to demonstrate people skills, personality skills, thinking skills required in
various workplace scenarios, Learners will be able to state the importance of CPD for their
career growth, Learners are able to identify relevant online courses for upskilling/continuous
learning, Personality Skills: Adaptability, Flexibility, Growth Mindset, Thinking Skills: Creative
Thinking, Negotiation & Decision Making, Future Thinking

Engagement Activity 3:

HR Interaction

Learners will be able to resolve their workplace and career related queries, Learners feel a
greater sense of motivation and confidence towards their career.
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15. Internet and Web Browser | e3d<c 3R a9 139
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Fig. 15.1: Working of the Internet and Its Services | ge¥Ae Td Iud Qaraif Fi Ry

15.1.1 Introduction to Internet (Fig. 15.1)

The Internet is a worldwide network of
interconnected computers used for communication,
information sharing, education, business,
entertainment, and online services. It allows users to
access websites, send messages, transfer files, and
use cloud-based applications from any location. The
Internet plays an important role in ICT systems by
supporting fast communication and global
connectivity. Important components of the Internet
include client computers, servers, modems, routers,
transmission media, and Internet Service Providers
(ISP).

15.1.2 Working Principle of Internet

The Internet works on packet switching technology
and TCP/IP protocol. Data is divided into small
packets and transmitted through network devices to
the destination system. Protocols such as HTTP,
HTTPS, FTP, and DNS help in web browsing, secure
communication, and file transfer. Internet
connections may use broadband, fiber optic,
wireless, or mobile networks.

15.1.3 Introduction to E-mail

E-mail (Electronic Mail) is a method of sending and
receiving digital messages through the Internet. An
e-mail consists of sender address, receiver address,
subject line, message body, attachments, CC, and
BCC fields. E-mail communication is widely used in
offices, educational institutions, and industries
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because it provides fast communication, low cost,
and easy record keeping.

15.1.4 Introduction to Web Browser

A web browser is application software used to access
and display web pages on the Internet. It acts as an
interface between the user and web servers. Web
browsers allow users to search information, open
websites, download files, watch videos, and access
online applications. Commonly used web browsers
include Google Chrome, Mozilla Firefox, Microsoft
Edge, and Safari.

15.1.5 Features of Web Browser

Important features of a web browser include the
address bar, tabs, bookmarks, download manager,
browsing history, and privacy settings. The address
bar is used to enter website URLs, while tabs help
open multiple web pages simultaneously. Privacy
settings protect user data during browsing. Modern
browsers also support extensions and secure
browsing functions.

15.1.6 Search Engine

A search engine is an online service used to search
information available on the Internet. It works by
indexing web pages and displaying relevant search
results according to user queries. Popular search
engines help users find educational materials,
software, images, videos, and technical information
quickly. Effective search techniques improve
accuracy and reduce search time.

15.1.7 Internet Safety and Security

Internet safety refers to the protection of computers,
networks, and personal information while using
online services. Unsafe browsing may lead to virus
attacks, malware infection, hacking, and data theft.
Users should access only secure websites that use
HTTPS protocol. Antivirus software and firewall
protection help in detecting and preventing security
threats. Strong passwords must be used to protect
online accounts and personal data. Regular software
updates improve system security and performance.

15.1.8 E-mail Security

E-mail security is important to protect messages and
attachments from unauthorized access and cyber
threats. Spam mails, phishing attacks, and malicious
attachments are common security risks in e-mail
communication. Users should avoid opening
unknown attachments or clicking suspicious links.
Strong password creation and two-factor
authentication improve account protection. Spam
filters are used to block unwanted and harmful e-
mails.

15.1.9 Common Internet and E-mail Problems
Common Internet problems include no Internet
connection, slow browsing speed, DNS errors,
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website loading failure, and browser crashing. E-mail
problems include inability to send or receive e-mails,
incorrect password errors, attachment upload
failure, and spam mail issues. Troubleshooting
methods include checking network cables, restarting
routers, clearing browser cache, verifying account
settings, and updating browser software.

15.1.10 Applications of Internet

The Internet is widely used in education, business,
banking, communication, entertainment, and
industrial applications. In online education, students
and teachers use the Internet for virtual classes, e-
learning platforms, and downloading study
materials. In business organizations, the Internet
supports online meetings, cloud computing, digital
marketing, and e-commerce services. Banking
systems use secure Internet connections for online
transactions, fund transfer, and account
management. Social networking and video
conferencing applications are also important uses of
the Internet in modern ICT systems.

15.1.11 Applications of E-mail

E-mail is an important communication method used
in offices, educational institutions, industries, and
customer service systems. It is used for sending
official messages, project reports, notices, invoices,
and digital documents. E-mail supports file
attachments such as images, PDF files, spreadsheets,
and presentations. Business organizations use e-mail
for professional communication and record keeping
because it provides fast and low-cost message
delivery.

15.1.12 Practical Applications in ICT Workshop

In ICT workshops, trainees use the Internet for
software updates, driver downloads, online
troubleshooting, and accessing technical manuals. E-
mail is used for communication with customers,
sending reports, and sharing backup files. Safe
browsing practices and proper e-mail handling
improve cybersecurity awareness among
technicians.
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MCQ's | agfaeredia us

Q1. Which protocol is used for transferring web

pages over the Internet? / $e3-ic WR a9 g8l &l
AR - & AT Hi9 91 Widkaia SuahT i srar
&?

(a) HTTP / ga&iéidt

(b) FTP / Qwéld

(c) SMTP / qauHSd

(d) POP3 / diafidi3

Ans. a | Sol. : HTTP (Hypertext Transfer Protocol) is
used for transferring web pages between a browser

and a web server. / HTTP (ETSURERT AT Mictehldl)
U fohar Sra 81

Q2. Which of the following is an example of a cloud
storage service? / Rfaf@a & @ &9 a1 Fa1ss
WIS AT T ek ISTE0T 8?2

(a) Google Drive / TTeT gT5d

(b) Microsoft Word / ATSshiGIue as

(c) VLC Media Player / @iqeret Hifgar wax

(d) Adobe Photoshop / TSId WieRiTg

Ans. a | Sol. : Google Drive is a cloud storage service
that allows users to store and access files online from
any device. / TTcT ST8d Yeh FATIS WIS el g St
SUTNTeRTSAT ehl HATAATS ISl AU e 3R fonedt oft
ReaTea @ R el AT 2 1

Q3. Which technology allows multiple users to
access software and storage over the Internet? /
i Y derfier SuahTeRdistl sl seve R Aivedar 3R
WIS de uge fi srgafa 3t &2

(a) Cloud Computing / FI¥E T

(b) Virtual Reality / adsra Raferdt

(c) Bluetooth / sfgr

(d) LAN / geTquA

Ans. a | Sol. : Cloud computing enables users to store
data and use applications remotely without needing a

physical infrastructure. | FITSE T IUTRThATST I
R T Y ST TG B SR VAT hl ITTNT ehe i
SrgAfa AaT &1

Q4. Which of the following is an Internet search
engine? / fFfaf@d 7 9 o9 @1 see ad ssa @2
(a) Google / T

(b) WhatsApp / SgTcaqq

(c) Microsoft Excel / ATSshIGIUE Tadel

(d) Adobe Reader / TeI¥ e

Ans. a | Sol.: Google is a search engine that allows
users to search for information on the Internet. / T
Qeh @IS §o1 & STt SUTANTehRdTST el §eAC IR STHeRRY
o &t SrAfd 3T 81

Q5. Which protocol is used to transfer web pages
on the internet? / a3 R a4 UST VAR &1 &
farQ hi=-wn vidtenier Suah favar st g2
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(a) FTP / ordidt

(b) HTTP / QEré1érd

(c) SMTP / qauHSd

(d) POP3 / di3fidi3

Ans. b | Sol. : HTTP (Hypertext Transfer Protocol) is
used for transferring web pages over the internet,
allowing users to access websites. [ HTTP (BTsTRERE
TR Uiciehlel) de OS] RIHTARA &l & ferg Suai femar
ST 8, oI IudhTend| derTgel ach Ugd dend &

Q6. What does the logo shown in the image
represent? / &fa & fearan war @ fraer ufafAfae

(a) Google Chrome / T[Tl shiH

(b) Internet Explorer / e3¢ TaRIwIRY

(c) Mozilla Firefox / AIfSIcTT thraRb e

(d) Safari / 9wy

Ans. c | Sol. [ &r&@&T: The logo shown in the image
represents Mozilla Firefox, a popular open-source
web browser known for its privacy-focused features
and support for numerous extensions. It is widely
used for accessing the internet. / &far & feamar mar amt
TSI BRRWIGT a1 Ui wiar g, STt e Ao
IU-GHY AT TR 8, STt MuAIdT-hica giaarsi 3R g
TG & gHYA & fAU ST ST 81 98 $eaie U &
& foIT @y &9 g Iuah fohar ST 8|

Q7. Which web browser is developed by Mozilla
Corporation? / Hifeielt shiaR2A gRT fAs@a aa
SITSSR hi-1-4T 8?2

(a) Internet Explorer / e3¢ TaRIEIRT

(b) Firefox | ThIORhIaT

(c) Opera / SR

(d) Safari / wrY

Ans. b | Sol. : Mozilla Firefox is an open-source web
browser developed by Mozilla Corporation, known for
its security and privacy features. | HIfSidl BRIRKIRT T
INT-THY 3 TR & S8 WS spraReq gRT faenfaa
fohar Tan g, S Ut gRam SR Mu=tgdr fagtwarst & forg
ST ST 81

Q8. Which cloud storage service is provided by
Google? / T[T gRT UaH &Y ST aTedl FAT38 RS |ar
&-dt &2

(a) OneDrive / g-grsa

(b) iCloud / 3MEa=TISS

(c) Dropbox / giusife

(d) Google Drive [ T[T gTsd

Ans. d | Sol.: Google Drive is a cloud storage service
that allows users to store files online and access them
from any device with internet connectivity. / T[T g18d
Uch TRI13S TIRST 9aT g STt SUANThR T3 bl TIgal SiTelTsd
GUBT e IR e dfaefad) & ey foret off fearga @

ns



Teach To India Publication

TR e Y argafa 2t &1

Q9. Which protocol is used to transfer web pages
on the internet? / a3 R a4 UST RAIARAT &1 &
fog ol a1 uidtenter SuatT fokar sirar 82

(@) HTTP / HTTP

(b) FTP / FTP

(c) SMTP / SMTP

(d) POP3 / POP3

Ans. a | Sol. : The HyperText Transfer Protocol (HTTP)
is used for communication between web browsers
and servers to transfer web pages. HTTPS is a secure

version of HTTP. / TSUREERE ZIHR Hieidid (HTTP) dd
TIOR3 ek o &g Ad ISl RIFTARA e o g IuaT
fehaT SITaT 81 HTTPS S¥ehT GRi&id H&mvl g

Q10. Which service is used to send and receive
emails? / $Hd WS 3R U A & fAQ = df @ar
IuGhT it STt 22

(a) SMTP / SMTP

(b) DHCP / DHCP

(c) DNS / DNS

(d) FTP / FTP

Ans. a | Sol. : The Simple Mail Transfer Protocol
(SMTP) is used to send emails, while protocols like
POP3 and IMAP are used to receive emails. / & &1
TR Hieiahiet (SMTP) 38et oA o ferq STt forar Sirar
&, STafch POP3 3R IMAP 38 U & o oty IuaiT fehg
NIGE]

Q11. Which of the following is a web browser? /
PAeafaf@a d Q@ s arda s §?

a) Mozilla Firefox / AfSiell thRRwW e

b) Microsoft Word / ATgshigTue a8

c) Adobe Photoshop / Tsie ®ieisiig

(d) VLC Media Player / VLC Hif$am @R

Ans. a | Sol. : Mozilla Firefox is a web browser used to
access and browse the internet, while the other
options are software applications for different
purposes. [ AT ThRIRWKIERT Yeh I SITISR 8 Sit 33
31 faeed fafda I8l & foIT GitedeR UierheA &1
Q12. Which feature in a web browser helps users
save and revisit web pages quickly? / a9 STSTR &
1T TT hIRR SUANTehdl el bl 99 UsT Ugol SiR Sieat &
g 3@+ § Aag Fear &2

(a) Bookmarks | genHTeRT

(b) Cache Memory / heT RHRY

(c) Cookies / pehtst

(d) Incognito Mode / 3apIf-el Al

Ans. a | Sol. : Bookmarks allow users to save web
page URLs for quick access later without needing to

search for them again. / JehHTRT IUTRTRATST I A TS
% YIRS i o I SrAfT & & a1k 38 a1e & Sfedl &
T fohar ST aah|

Q13. What is the primary function of a web
browser? /39 SIS T J=I I T 82

(
(
(
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(a) To display and navigate web pages / 39 O Ugfid
AT IR AfdTte AT

(b) To send SMS messages / TIUATY T AT

(c) To run offline applications | STthelTs STUANRT AT
(d) To create documents / &xdTest AT

Ans. a | Sol.: A web browser is software used to
access, retrieve, and display content from the
Internet, such as websites, images, and videos./d9
ISR Ueh TFEAIR & [STgent IUTNT Se=Ae T Iryift vedg
YA, T UTed et 3fR Uefeid sert o forg foran Srar 8, <9
foh deamgd, sfaat sk difsat

Q14. Which service is required to send and receive
e-mails?/3-Ad Ao 3R Urd A & fAg foha dar Hr
BTG eheT giell g2

(a) SMTP and IMAP / SMTP 3R IMAP

(b) DNS and DHCP

(c) HTML and CSS

(d) TCP and UDP

Ans. a | Sol. : SMTP (Simple Mail Transfer Protocol) is
used for sending emails, while IMAP (Internet
Message Access Protocol) retrieves messages from
mail servers./SMTP ([iuet A g Uictenld) §-Ad
Ior & foru IuhiT fohar SITar 8, Stafch IMAP (ZexAe BasT
Uy Uieiehld) At TeR T Tl UT ahdl gl

Q15. What is cloud computing used for in internet
services?/gexe Aar3il A g8 Shgfen 1 Iyt
frw ferg famar StTaT @2

(a) Storing and accessing data remotely / ST ! GT&I
T T YU P 3R TadY A o foig

(b) Increasing battery life / et Sffae FeM & foig

(c) Boosting internet speed / 3¢3c @i deM & foig
(d) Reducing electricity consumption / fastett &t @ua
&Y A & fg

Ans. a | Sol. : Cloud computing allows users to store
and access files online, reducing dependency on
physical storage devices. /a3 TR SUANTRATSHT eht
O ifde RS Iuaon R fAkar &4 gidt 81

Q16. What should be done if a user forgets their
email account password?/afe ig IualTRat 1T
§-Hel @IdT URIdsE e STt &, at o fokar s anfge?
(a) Use the password recovery option / grEag Repa<t
e o1 IUTTT

(b) Create a new email account / Teh 7T 3-Ad 1T
LRl

(c) Change the internet service provider / §e3+e dar
UaTdT sgel

(d) Restart the browser / STSSR @t -: URH &<

Ans. a | Sol. : Most email services provide a password
recovery option using an alternative email or phone
number to regain access to the account./3ifeerisr 5-Ha
JaTd UTHaS AU fahed TaM @t 8, fad dafdes §-
A AT Wi R &1 SUTIT &hich WId Teh Y: Tgd UG &t ST
Hohelt &1
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Trade Theory

16. Cloud Computing| &13s Hhegfén
16.1 Cloud Computing & Cyber Security | FT38 HIfeT Td AR FREMT

Introduction & Working of Cloud Computing Classification of Cloud Computing Cloud Storage
FATIS T BT u1§a'a 3R HrivuTTe FAIS dgfér @t FARS "R
| | A. Service Models Upload Duwnload
= = laaS Paa$ Saas
. Remote Access TR T ¢ 16 | | Qe o g afda | | wivedw wa g afda Backup File sé;
= Laic
Internet @ ) * (/>% Dﬁ
=
@ E ? % Backu Download Remole Access
Data Center Servers Storage Q ,8 Deplayment Madels N
mIm  wR AW = Public Cloud | [ Private Cloud | [ Hybrid Cloud | [ Community Advantages
l T Ser:;:'e Delivery __ ‘_l Cloud ™
gl&) . '\ 7
o e @ i | v | dss || & 6] @&
v%}z Q{g} Open: Cloud | | Private Cloud | | Hybrid Cloud | |Community Cloud Redus:fd Physlcal Scalabilit " Rempbt%.!
vxces c:essu il
FATT N || grfas s a:qﬁﬁaam‘ ﬁw‘ﬁﬁg %
Introduction to Cyber Security
ATZR GR&T &1 uRaa
Cyber Threats Preventive Measures & Tools
ER @ae JUTg 3R IuET
} O : A
Malware Network User-based Use Strong Passvalﬂmds Antivirus Fnrewall VPN Encryphon Authentication
Lo e il Q :/@\: @ S| @ +ff
& | S b ~8
Virus Ransomware Spyware | | Phishing Hacking DDoS Pals_;:lrt:rd |qr8r:\:fi:y Safe Browsi.ng m m o l:{t_lg_&a?tgr

Fig. 16.1: Cloud Computing Overview and Architecture | ma’mgj%ﬂ 3qeiler Qa Tfheaar

16.1.1 Introduction to Cloud Computing (Fig. 16.1)
Cloud computing is a technology that provides
computing services such as storage, servers,
software, and networking through the Internet. It
allows users to access data and applications from
remote locations using cloud servers. Cloud
computing is widely used in ICT systems for online
storage, e-mail services, video conferencing, and
business applications. Important components of
cloud computing include client systems, data
centers, servers, storage devices, Internet
connectivity, and cloud service providers.

16.1.2 Working Principle of Cloud Computing
Cloud computing works through virtualization and
Internet-based service delivery. Data and
applications are stored on remote servers instead of
local computers. Users access cloud resources
through web browsers or mobile applications.
Service models such as IaaS, PaaS, and SaaS provide
flexible resource sharing and remote accessibility.
16.1.3 Introduction to Cyber Security

Cyber security is the protection of computers,
networks, software, and data from cyber attacks and
unauthorized access. Common cyber threats include
viruses, ransomware, phishing, hacking, spyware,
and password theft. Cyber security tools such as
antivirus software, firewalls, encryption, VPN, and
authentication methods help protect ICT systems
and cloud data.
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16.1.1 F138 Shgfdn &1 aR= (Fig. 16.1)

FATIE hfET Yeh Ut dIeheileh & ST §=AC o HILOH §
WIS, TeR, TIoeddr dT Acafchi St ShegfeT amd uam
AT 1 TG IUGNThTSIT ohl FeITSS TARI hl IUTNT hich
R WM Y 37 3R SIINT e Uga oh gfaem e
YT &1 FATSE LT ohT ATUeh IUINT ICT yomferat
IS WIS, 5-Hat garsii, difsar si=hT aur
TS AR o g fohaT SiTaT 81 aeirss Shegfe o
JUHRUT, FERAC h eIt TUT T3S [T TeTdT M &

16.1.2 FATSS hgfeTn o1 i RAgia

FATSS HYfT TYIHATISI TUT SIAC-SMYUTRA el
faarur & Areaw O wrd Al 1 31 3R U Wi
HYR h WM R T ORI R TUId fhy S71d 81
IUNThd! I STITR AT AIAS SFIANT S HTeAH J RI9S
a1yl deh ugdd g1 [aaS, PaaS duT SaaS S¥ dar Higd
TTeiel THTH HIHTRUT AT G Ugd UaH hd g

16.1.3 AR gRei &1 uR=a

HIZeR YT R, Acachi, ATeddR JUT 8T chl HIZeR
SMERAYT 3R SHfdhd uga O gRfard T i ufshar 81
W@éﬂ?amqmaéaﬁﬂsnﬁaélqﬁamﬁqaﬁm
ThraRdTe, TfheH, VPN e yamoftenzor fafdet 99 agar
R IJUhT [CT yuTferat 3fR aeirse ST ohl JRem &
TEadl hd 8
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16.1.4 Preventive Measures Against Cyber Attacks
Users should install antivirus software, use strong
passwords, enable security updates, avoid suspicious
websites, and regularly back up important data. Safe
browsing habits and secure Wi-Fi configuration
improve network security and reduce cyber risks.

16.1.5 Classification of Cloud Computing

Cloud computing is classified on the basis of
deployment model and service model. Public cloud
provides services over the Internet for general users,
while private cloud is used within an organization for
secure data management. Hybrid cloud combines
both public and private cloud features. Community
cloud is shared among organizations with similar
requirements.

16.1.6 Service Models of Cloud Computing
Infrastructure as a Service (IaaS) provides virtual
servers, storage, and networking resources. Platform
as a Service (PaaS) offers software development
platforms and tools for application development.
Software as a Service (SaaS) provides ready-to-use
applications through web browsers without local
installation. These service models reduce hardware
cost and improve resource sharing.

16.1.7 Classification of Cyber Threats

Cyber threats are mainly classified as malware
threats, network threats, and user-based threats.
Malware threats include viruses, worms, Trojan
horses, ransomware, and spyware. Network threats
include phishing, spoofing, hacking, and denial of
service attacks. User-based threats include password
theft, identity theft, and social engineering attacks.

16.1.8 Cyber Security Tools and Techniques

Cyber security tools help in protecting systems and
networks from unauthorized access. Antivirus
software detects malicious programs, while firewalls
control incoming and outgoing network traffic.
Encryption protects confidential data during
transmission. VPN technology provides secure
remote communication, and intrusion detection
systems monitor suspicious activities in networks.
16.1.9 Cloud Storage

Cloud storage is a service that stores data on remote
servers connected through the Internet. Users can
upload, download, share, and access files from any
location using computers or mobile devices. Cloud
storage provides automatic backup, synchronization,
and recovery facilities. It is widely used in offices,
educational institutions, industries, and online
services for secure data management. Popular cloud
storage services support document sharing,
multimedia storage, and collaborative work
environments.
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16.1.4 913<R 3MTRAVN & fAeg Aars sura

AT YIS Sl SUTNT eh3AT AT, YA SUSC H&H
AT AMM6Y, Wiy daasel ¥ o1 A1fgq o1 Agayul ser
o Frafia Jenara o a1feq | FRfE SRS sned ik
TRIST Wi-Fi HIfFRRTRIA Aeadh TRem & uUR &ed g 3R
grgeR ST ol o o &1

16.1.5 T3 hgfe 1 arffervor

FATIE hfeT i FEwirare Afee aUT 9aT AlSd & YR
R giffepd foram STrar 81 ufecten aiT3e I IuahTehdlart
% fIT Se=e R JaTU USH Tl g, STdich UTgae FAT3S ahl
IUTNT fehelt G1a o HiaR GRi&rd Se1 gsie & forg fohan
ST 81 8T8fes aTss ufseian SR UTgae gt a3 i
fasivarait st TSI dT 81 gAY Fa1se THH
SRR ATS dTet TSI oh g T fehar STt 81

16.1.6 FATSE HhfET & Aar Aised

SRR US 3 Tfed (IaaS) agsiet ek, &R auT
FeafdT TI1eM U HRdT 81 ek 8T of Ifag (Paas)
U farenrd & folg ATt faenTd wiethid 3R IJuehzor
e hedl &1 IiteddR U1 of Ifag (SaaS) @i

WA & faFT 39 FTRI9R & AT § IUAhT & folg darR
SIIUANT YT &hdl g1 3 T AlSel gIEaaR ANTd i hA
A g SR AT TSRO H UR hd 8

16.1.7 TSR TR\ hl GIffehvor

HIgeR Gl ohl I TU  AAGIR Wk, Acach @ar a1
SYGNTeRdI-STYTRA Wzl # iffepd foram STraT 81 AR
TR § aRRY, g, oM g, ITTHIIR JUT WIgddR
A g1 Aeadh W=l | fohfRi, Tgfthm, gfch qut feamaa
3Tt QI STERHTT M & | SUTNTRAT-ATITRT Gl &
UIaE IR, UgaH IR JUT T SSi-aiiT SITehHoT
M &

16.1.8 HIFER Y& STV 3R dh-ileh

ISR Y& IUHUT YUTferdt 3R Aeaehl el 3rfdehd ugd
Y GRferd 3@ # Fgrdl hd &1 UEanRY AR
gofaATguf ORIt Rt U STaT 8, STefch hrRaEl 3 3R
ST aTet Aeadh ¢fthas vt fAdfRd @vd 1 TfRhwH Sar
HERUT & ERM MU= SFehRY hl GRefm dear gl VPN
ehritch GRI&Td grel YuR Ue chidl & a7 Sgoi fedare
ey Aeadh 7 dfery nfafafdt 6 AR a8

16.1.9 TAISS @RS

FATSS WRST e U1 T § ST e 8 8 &I J&RI W
31 GUBIT el ¢ | IUTNTehall hER TT AIETSeT SUHUT Al
SUANT ehech fohdd! off I § hise SiUals, Sedts, A=
TUT TG R Tohd & | FATIS LRSI WATfeld Sehaly,
RichTgsisd qur Reradt gaumd ver &xar g1 gfea 3a
S oh foIT SRt STueh IUANT Shrferdl, QeTfores ST,
e IAT SiTers- darsit 7 fohar SIrar 81 At Firss
RS YAV SIATdST GTSThR0T, Hee HITSaT WiksT 9T
HgANTIHh i ATdTERUT bl THYT Sl 8
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16.1.10 Advantages of Cloud Storage

Cloud storage reduces the need for physical storage
devices and provides easy remote accessibility. It
supports data backup, disaster recovery, and
efficient resource sharing. Cloud services also offer
scalability, allowing users to increase storage
capacity according to requirements.

16.1.11 Data Encryption

Data encryption is the process of converting
readable data into coded form to prevent
unauthorized access. Encryption protects
confidential information during storage and
transmission over networks. Only authorized users
with the correct decryption key can access encrypted
data. Encryption is widely used in banking systems,
online transactions, cloud computing, and secure
communication systems.

16.1.12 Password and Network Security

Strong passwords should contain letters, numbers,
and special characters to improve account security.
Multi-factor authentication provides additional
protection against unauthorized access. Secure Wi-Fi
configuration, firewall settings, and regular network
monitoring improve overall network safety in ICT
systems.
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16.1.10 T3S RS & ATH

FATIS LIRS Hifdieh TWRST IUUT hl SHTaIRdT hl A
T ¢ 3R el G Ugd UG el 5| TG ST b2y,
JATUET YAUIGT JT UHTE SETH ATSHThR0T Al THUH Shedl
g1 TS HaTd Whatfaferdt off uem st 8, forad
SUGNTRA! SRR TRl &THAT IGT Thd & |

16.1.11 21 gfepE

ST Qf=hWH U 821 @l 3H{Aehd Ugd d o= o foig
39 opifsd =0 § uRafda &=a &t ufehar @1 vfpwE deadh
TR TSI 3R HEROT & &R MU STeRRT ehl GREIT T
&1 hact Tg! feferr ot aret Srfdigpd IuaTeRdt &t
Qfhtds ST deh Ugd Hehd 6| QIShWH el T IugTT
ST goTIferd, SielTg o=-3, RTISS g aUT gRigd
TR gonferal & forar Sar gl

16.1.12 s 3R Aead grefn

Qa1 GR&M H YR & Iy Asigd urdas 7 18R, ] aur
faQtw gof g1 =g Aedt-ther yTOfteRzur sHfdeha uge
& foreeg arfaRers Qe var ar &1 gf&a Wi-Fi
PRI, hRRATE 9f&d aur A deae Affea
ICT yonferdl # 7Y Acach & hl dgar §1d &
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MCQ's | agfaeredia us

Q1. Which of the following best defines cloud
computing? / fA=faf@a & @ w9 a1 aees aggfen
& G 31 adidh & aRWIAe hear 82

(a) Using computer hardware without software /
THER GTSATR AT JUTNT faHT WIHATR & ohAT

(b) Storing and accessing data over the Internet /
geXe UR ST JURIA heAT 3R T AT

(c) Running programs without an operating system /
SToRfén feed & fom gium e

(d) Using a local storage device for saving files / WIget
! Ggo o felg Tt RS fEarsd a1 Iugi &t

Ans. b | Sol. : Cloud computing allows users to store,
manage, and process data on remote servers instead

of local devices. | FATIE HHfET IUANThATST hl VI
SYHUT oh TSI G k| R 5T AUeId, Teifdd 3R
TR e Y Srgafa 2T 81

Q2. Which of the following is NOT a characteristic
of cloud computing? / fA=feaf@a # @ i+ a1 aeres
ahogfé &t fRrstwar 8 &2

(a) On-demand self-service / 31-feHis @d dar

(b) Scalability / Thetfaferdt

(c) Fixed storage capacity / @R Sugor ermar

(d) Resource pooling / d&Te= gfeiT

Ans. c | Sol. : Cloud computing offers scalable storage
capacity based on user needs, unlike fixed storage in
traditional systems. | &RIT3E [T IUTNTehdl
STATRATST h STTIR Thelael LIRS T UaH el &,
Staifer uRuRes momferat # dugor Rfga giar g1

Q3. Which of the following is a cloud computing
service? [ Rmfaf@a # | &= ot aarss dgfén dan
&?

(a) Amazon Web Services (AWS) / 3MS ad Iard
(AWS)

(b) Microsoft Excel / ATSshIGTUE Tade

(c) Notepad / Ateds

(d) VLC Media Player / diueit #ifsar whr

Ans. a | Sol. : AWS is a widely used cloud computing
service that offers computing power, storage, and
networking solutions. / AWS Qd &Tddh ¥4 & IUINT el
AeafdT T U Rl 8

Q4. Which cloud computing model combines both
public and private cloud environments? / @9 9T
FAT3E [T Aisd ArdsiAa iR st aarss
dTATaRoT SISl ol Sitedr 82

(a) Public Cloud / TTEsi-ieh a3

(b) Private Cloud / f<ft &ss

(c) Hybrid Cloud / gT3fsi8 aT3s

(d) Community Cloud / &RIfAE 138

Ans. c | Sol. : Hybrid cloud integrates both private and
public clouds to offer flexibility, scalability, and
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security benefits. / gTsforg aese Aol STk Ardwie
e o fAerd g1

Q5. Which of the following is the main
characteristic of cloud computing? / F=faf@a d &
-t T3 g Y g fAgtvar g2

(a) On-demand self-service / 3ii9-feHis Sem-gfdg

(b) Requires local storage only / thad RITT WIS i
JTIhdT Blelt &

(c) Slow access to data / 31 deh it uga

(d) Limited scalability / Sifiaq @hafaferér

Ans. a | Sol. : Cloud computing allows users to access
resources and services whenever needed without
human intervention, making it flexible and efficient. /
HTIIRATTAR FaTe1 3R Jaraii deh Uga ehl SigHfd T
g, oras ag oriter $iR HIel s 81

Q6. Which cloud computing service model provides
the highest level of control to IT administrators? /
I AT T3S HGfeT A1 ATsd T UATHRT Bl
o s1fdres fAdror uer e &2
Gmail, Trello, salesforce CRM,

EventPro, Office 365,
Google Docs

A end users less
V' CAAS
Y SAAS

4

Heroku. AWS Elastic
Beanstalk,
Google App Engine

software
developers

Control

AWS Elastic Compute
Cloud (EC2).
Microsoft Azure,
Google Compute
Engine

(a) SaaS (Software as a Service) / 99 (TIeadR U T
gfda)

(b) PaaS (Platform as a Service) / Urg (wewid T T
gfa)

(c) IaaS (Infrastructure as a Service) / 3TEYTH
(ST TSt ¢ Hfda)

(d) Daa$ (Data as a Service) / 9 (3T U1 ¢ 9fd9)
Ans. c | Sol. /[ &r&@&T: IaaS provides IT administrators
with the highest level of control over computing
resources, including virtual machines, storage, and
networking. In the given diagram, IaaS is positioned
at the bottom, indicating maximum control compared
to PaaS and SaaS, which are designed for developers

and end-users, respectively. / 3TSUTH 3Tt YAhI t
hef Teret S aforet B, wieT ok Jeafdht W
ey 31fde T=01 ueH @xar g1 fiu T e H, ssuey
! Ge A fzaran mar 8, ST sifereras fAzsror ot gfdr 8,
Sraifch U 3R I hAST: Saerud 3R SifdH Iudierdfst &
forg festre forg g 81

Q7. Which cyber threat involves tricking users into
providing personal information? / @hi9-9T ATgR
WeRT SUGNTRATSH ! AT STFRR UaH &t &
fAv @ dar @2

IT
administrators
More
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(a) Phishing / feRf_fT

(b) Malware |/ AeTaIR

(c) Ransomware / 3ITIHRR

(d) Spyware / TTEaRR

Ans. a | Sol. : Phishing is a cyberattack where
attackers impersonate legitimate entities to steal
sensitive information from users. / fthfFT Tk TgeR
EAAT g ST gAATER IUTITehd st & Haaasiel STenrT
R & folg ag dwmef 1 ufaegor axd 8l

Q8. Which of the following is a disadvantage of
cloud computing? / A=faf@a # @ wi-ar aerss
ST T Tk FHET 8?2

(a) High cost of implementation / 33 &R~ aFTd
(b) Dependency on internet connectivity / §exc

At Il TR Asfar

(c) Requires large physical storage devices / ¥8 ¥iffde
W fEared i sirasgerar

(d) Limited data accessibility / Hifad a1 Iueteerdr

Ans. b | Sol. : Cloud computing requires a stable
internet connection for accessing services, which can
be a limitation in areas with poor connectivity. / 1SS
ST Har3ii deh Uga o folg Ueh FROR §e3T ehar el
IR Bl &, STt TRTd dhmfaefad) aret &= & Teh WA 8t
ehell 81

Q9. Which of the following principles of the CIA
Triad ensures that data is protected from

unauthorized access? / fA=faf@da & @ =i @1 CIA
54 (i) o1 fAgia a8 gifaa e g fs der
Irfepa uga @ WRfga @7

V) CIA TRIAD
| )

Confidentiality Integrity

(a) Confidentiality / Ta-tadT

(b) Integrity / Sr@sdT

(c) Availability / Suetserdr

(d) Authentication / yHTOfeRRoT

Ans. a | Sol. / &m&T: Confidentiality ensures that data
is accessible only to authorized individuals and
prevents unauthorized access or disclosure. In the
given diagram, Confidentiality is represented as one
of the key principles of the CIA Triad, which is a
fundamental concept in cybersecurity. It is crucial in
protecting sensitive information such as passwords,
personal details, and business secrets. [ Mo-adar ag
R et @ 6 a1 Sharet arfliepa eaferal & forg & gorw
Bl 3R S UG AT Uehdlen’ul & ent S| fy 719
3R H, Mu-adT st CIA 39 & uE fRAgial # 9 e & &9
# grtar T g, Sit YTSsR Y& H Geh Hifcleh YR g1 T8

Availability
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UTHas, SAfRnTd faaror ok aaraeiie wEwt St gaeAsiia
SRR} eh! YR&T | Hgaqul Ak rdr g1

Q10. Which deployment model of cloud computing
offers services to the general public? / F138
sgfeT 1 i |1 aRFATIST Aise ST/ ST=aT ol dard
WS el 8?7

(a) Private Cloud / UTgde &=I13S

(b) Public Cloud / ufscier a3

(c) Hybrid Cloud / gT8fsIs aeTIss

(d) Community Cloud / ®RIfE 38

Ans. b | Sol. : A public cloud provides services and
resources to multiple users over the internet,
managed by third-party providers. / Ufscics F138
$eAT WR hs IUANTRATST eht TaTY 3R THTE UaT il
8, f91=8 qaita-usr uerdrsii gr1 eferd fhar sirar 1

Q11. Which term refers to unauthorized access to
cloud data? / &AT3S ST deh TG Ug T &gl
ST 82

(a) Data Breach / 22T Icoig-

(b) Data Backup / $eT dhsTd

(c) Data Storage / 3T &Rl

(d) Data Sharing / ST QT &l

Ans. a | Sol. : A data breach occurs when
unauthorized individuals gain access to sensitive
cloud data, leading to privacy and security risks. / 3eT
Seeie 4 81T 8 o9 STHAhd Sfery YagaRfer Fmss sar
deh Ugd UTd o AId 6, Fored MuiadT SR gRerm Sifes
37 gid 8l

Q12. Which of the following is a key benefit of
cloud computing for businesses? / ZaamEl & fag
FATIS HGfET T F&I ATH HI 4T 8?2

(a) Reduces hardware costs / gT8adR AT ahl hH ehdl
g

(b) Requires frequent power shutdowns / IR-IR
faISTelt siq et <l STaRgehRdT gl &

(c) Works only on wired internet connections / chaet
AT AT AR WR 1 T &

(d) Needs large physical storage rooms / &3 *fifde
TWIRST hell hl STaLTehdT gid! &

Ans. a | Sol. : Cloud computing reduces the need for
expensive hardware by allowing businesses to use
virtual resources hosted online. / &I3E ST
AT} aht S-S g Ry MY afarer daret 1 IudiT
A T STFATT SR HET BTSATR h STTAThT ehl Thi T
gl

Q13. Which cloud computing model allows users to
access applications over the internet without
installation? / &I T F11Ss hgfen Aisa
SUANTRATSHT i Fevie UR TN ot it fohg famm
T e i srgafa a1 82

(a) SaaS (Software as a Service) / 99 (TIeadR U U
gfa)
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(b) IaaS (Infrastructure as a Service) / 35QTH
(3¥hTegaraR U ¢ Wfd)

(c) Paas (Platform as a Service) / U (wiewid T T
gfd)

(d) DaaS (Desktop as a Service) / ¥ (8%heiU TH §
gfaa)

Ans. a | Sol. : SaaS allows users to access software
applications over the internet without downloading or
installing them on their devices. / SaaS IUTARTRATST et
$aRAT R GIRATR YIiche Yoy o Y argafa 3 g,
o1 32 3 fEarsy R SeAdis a1 S&id [yl

Q14. What is the biggest security risk when using
cloud storage? /a3 WIRST & IUANT T THT T
ST gRen Sifaw @ 8?2

(a) Unauthorized access to data / 3T deh 3Aehd gl
(b) Slow internet speed / ¢} gexre fa

(c) Limited battery life / A st Sitaq

(d) High electricity consumption / I=3 ferstelt @ua

Ans. a | Sol. : If proper security measures are not in
place, hackers or unauthorized users can access
sensitive data stored in the cloud./afe 3R Yrem Iur
AN 81 fohy ST 8, dt 8ehd a1 fdehd IudTehdf aeirss |
UG HelereieT 21 deh Ugd Hehd g

Q15. Why is it important to use encryption in cloud

storage?/aI19s ©RST & TSR &1 SUANT =il
Hgaquf 87
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(a) To protect data from unauthorized access / 3T @t
3fdpd Ugd & s & forg

(b) To improve internet speed / §e3+e Tfd Fe™ & g
(c) To increase battery life / Se<t Sftae g™ & folg

(d) To reduce file size / TS ThR T A & fg
Ans. a | Sol. : Encryption converts data into a secure
format, ensuring that only authorized users can

access it./TFRRM 3T &l Yoh JRfaia Uy # aRafdd sar
¢, OIo2 Fae sifdipd IudhThal & 38 Yo o Tohd &
Q16. What could be the biggest challenge of using
cloud computing? /a3 &GfeT T IuANT het |
e Tt A Far gt Senelt 82

(a) Data privacy and security risks / 8eT Mo=adr 3R
RE SifEH

(b) High battery consumption / 31f&d siest @ud

(c) Slow boot-up time / ¢tHT gg-31a THY

(d) Limited software availability / @i dfredmR
STl

Ans. a | Sol. : Since cloud computing involves storing
data on external servers, it raises security concerns
regarding unauthorized access and data

breaches. /a8 ST AT AT TR 32T TG el &,
Forer) STl g 3k et <Y Sl et RiaTd Seod gt
gl
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